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Concrete Security

• Limitations of asymptotic security.

• Internal parameters affecting security.

• Concrete security: parameterized error bounds.

• Security reductions and resource overhead.

• Practical protocol instantiation.
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𝒫(x, w)
𝒱(x)
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𝖭𝖠𝖱𝖦 = (𝒫, 𝒱)

Complete: 
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Zero-knowledge states that the difference in how “ ” is distributed 
between the real world and the simulated world is bounded by .
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Knowledge Soundness: 
The probability  and 
we cannot extract a witness  s.t. 

 is “small”.

𝒱f(x, π) = 1
w

(x, w) ∈ ℛ
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Non-malleability: 
“Whatever one can compute after 
observing proofs, one could’ve 
computed before observing them, 
except for duplicating proofs.”
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• Computational zero-knowledge; and

• Computational “true”-simulation soundness.
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