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» Classical security: isolated adversary.

* NARGs in stronger adversarial settings:

» Soundness when protocols can be observed.

» Concrete security formalizations are required.
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 Security reductions and resource overhead.
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NARGs

Non-interactive ARGuments (in the ROM)

Relation £ C {0,1}* x {0,1}*
NARG = (£, 7)

Non-interactive:
The prover sends one message.

Complete:
If (x, w) € R, then 7/ (x, 7r) = 1.

0/1
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Knowledge Soundness:
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Soundness Notions

Non-malleability:
“Whatever one can compute after

observing proofs, one could’ve
computed before observing them,
except for duplicating proofs.”
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>

A

“True” Simulation Security:

Sim answers with 7; only if

(x,w;) € R.
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“Any” Simulation Security:

Sim answers with 7;
unconditionally
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We formalize:
(1) The notion of a signature scheme in the ROM; and
(2) The notion of an encryption scheme in the ROM.
We construct:
(1) An EUF-CMA secure signature scheme; and

(2) A CCA-2 secure encryption scheme.
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then for any adversary size bound s € N, random oracle query bound ¢ € N, decryption
oracle query bound ¢,.. € N and (¢, f,..)-query admissible adversary A of size at most s,
ENC := ENC[4, 7, Z_] is perfectly complete has CCA error such that:

A and

€cca( M, 4, tppa, S) <
Zara( At + topc  (frov + trobee) + 2th0 Enes Ly 2lkey cpa + 2€c.cpa, § + pOly(A, £, t, tpec))
+ €xra( A T+ torc - (troy + 2650 bee) + 2the enes L 2lkey,cpa + 20c.cpa, S + poly(A, £, t, torc))
+ ecpa (M 4, t 4 toro * (tro,v + tRo pec) T 28R Ene T trO.s1 8 + POIY(A, £, ¢, topc))
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