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Concrete Security

• Limitations of asymptotic security.

• Internal parameters affecting security.

• Concrete security: parameterized error bounds.

• Security reductions and resource overhead.

• Practical protocol instantiation.
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𝒫(x, w)
𝒱(x)

f

π

𝖭𝖠𝖱𝖦 = (𝒫, 𝒱)

Complete: 
If , then . (x, w) ∈ ℛ 𝒱f(x, π) = 1
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Zero-knowledge states that the difference in how “ ” is distributed 
between the real world and the simulated world is bounded by .
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Knowledge Soundness: 
The probability  and 
we cannot extract a witness  s.t. 

 is “small”.

𝒱f(x, π) = 1
w

(x, w) ∈ ℛ
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Non-malleability: 
“Whatever one can compute after 
observing proofs, one could’ve 
computed before observing them, 
except for duplicating proofs.”
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(2) A CCA-2 secure encryption scheme.
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• Computational “true”-simulation soundness.



Construction
Encryption scheme in the ROM

23



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

𝖭𝖠𝖱𝖦



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

𝖭𝖠𝖱𝖦



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

𝖭𝖠𝖱𝖦

(𝗉𝗄, 𝗌𝗄)



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

𝖭𝖠𝖱𝖦

(𝗉𝗄, 𝗌𝗄)



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

 
 
 

 
 

𝖤𝗇𝖼 f(𝗉𝗄, m)
c0 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄0, m; ρ0)
c1 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄1, m; ρ1)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)
w := (ρ0, m, ρ1, m)
π ← 𝒫f(x, w)

𝖭𝖠𝖱𝖦

(𝗉𝗄, 𝗌𝗄)



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

 
 
 

 
 

𝖤𝗇𝖼 f(𝗉𝗄, m)
c0 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄0, m; ρ0)
c1 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄1, m; ρ1)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)
w := (ρ0, m, ρ1, m)
π ← 𝒫f(x, w)

𝖭𝖠𝖱𝖦

(𝗉𝗄, 𝗌𝗄)
(c0, c1, π)



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

 
 
 

 
 

𝖤𝗇𝖼 f(𝗉𝗄, m)
c0 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄0, m; ρ0)
c1 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄1, m; ρ1)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)
w := (ρ0, m, ρ1, m)
π ← 𝒫f(x, w)

𝖭𝖠𝖱𝖦

(𝗉𝗄, 𝗌𝗄)
(c0, c1, π)



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

 
 
 

 
 

𝖤𝗇𝖼 f(𝗉𝗄, m)
c0 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄0, m; ρ0)
c1 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄1, m; ρ1)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)
w := (ρ0, m, ρ1, m)
π ← 𝒫f(x, w)

𝖭𝖠𝖱𝖦

(𝗉𝗄, 𝗌𝗄)
(c0, c1, π)



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

 
 
 

 
 

𝖤𝗇𝖼 f(𝗉𝗄, m)
c0 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄0, m; ρ0)
c1 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄1, m; ρ1)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)
w := (ρ0, m, ρ1, m)
π ← 𝒫f(x, w)

 
 

If : 
 

𝖣𝖾𝖼 f(𝗌𝗄, c)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)

𝒱f(x, π) ≠ 1
''abort''

m := 𝖣𝖾𝖼 f
CPA(𝗌𝗄0, c0)

𝖭𝖠𝖱𝖦

(𝗉𝗄, 𝗌𝗄)
(c0, c1, π)



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

 
 
 

 
 

𝖤𝗇𝖼 f(𝗉𝗄, m)
c0 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄0, m; ρ0)
c1 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄1, m; ρ1)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)
w := (ρ0, m, ρ1, m)
π ← 𝒫f(x, w)

 
 

If : 
 

𝖣𝖾𝖼 f(𝗌𝗄, c)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)

𝒱f(x, π) ≠ 1
''abort''

m := 𝖣𝖾𝖼 f
CPA(𝗌𝗄0, c0)

𝖭𝖠𝖱𝖦

(𝗉𝗄, 𝗌𝗄)
(c0, c1, π)

m



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

 
 
 

 
 

𝖤𝗇𝖼 f(𝗉𝗄, m)
c0 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄0, m; ρ0)
c1 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄1, m; ρ1)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)
w := (ρ0, m, ρ1, m)
π ← 𝒫f(x, w)

 
 

If : 
 

𝖣𝖾𝖼 f(𝗌𝗄, c)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)

𝒱f(x, π) ≠ 1
''abort''

m := 𝖣𝖾𝖼 f
CPA(𝗌𝗄0, c0)

𝖭𝖠𝖱𝖦

(𝗉𝗄, 𝗌𝗄)
(c0, c1, π)

m



Construction
Encryption scheme in the ROM

23

f

𝖤𝗇𝖼CPA 𝖣𝖾𝖼CPA𝖦𝖾𝗇CPA

𝖤𝖭𝖢CPA

𝒱𝒫

 
 
 

 

𝖦𝖾𝗇(1λ)
(𝗉𝗄0, 𝗌𝗄0) ← 𝖦𝖾𝗇CPA(1λ)
(𝗉𝗄1, 𝗌𝗄1) ← 𝖦𝖾𝗇CPA(1λ)
𝗉𝗄 = (𝗉𝗄0, 𝗉𝗄1)
𝗌𝗄 = (𝗉𝗄0, 𝗉𝗄1, 𝗌𝗄0, 𝗌𝗄1)

 
 
 

 
 

𝖤𝗇𝖼 f(𝗉𝗄, m)
c0 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄0, m; ρ0)
c1 ← 𝖤𝗇𝖼 f

CPA(𝗉𝗄1, m; ρ1)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)
w := (ρ0, m, ρ1, m)
π ← 𝒫f(x, w)

 
 

If : 
 

𝖣𝖾𝖼 f(𝗌𝗄, c)
x := (𝗉𝗄0, c0, 𝗉𝗄1, c1)

𝒱f(x, π) ≠ 1
''abort''

m := 𝖣𝖾𝖼 f
CPA(𝗌𝗄0, c0)

𝖭𝖠𝖱𝖦

(𝗉𝗄, 𝗌𝗄)
(c0, c1, π)

m



Theorem 5.4
Encryption scheme in the ROM

24



Theorem 5.4
Encryption scheme in the ROM

24

If:



Theorem 5.4
Encryption scheme in the ROM

24

If:
•  has CPA error ; and 𝖤𝖭𝖢CPA ϵCPA



Theorem 5.4
Encryption scheme in the ROM

24

If:
•  has CPA error ; and 𝖤𝖭𝖢CPA ϵCPA

•  has computational zero-knowledge error  and computational true-simulation 
soundness error ,
𝖭𝖠𝖱𝖦 zARG

ϵSIM
ARG



Theorem 5.4
Encryption scheme in the ROM

24

If:
•  has CPA error ; and 𝖤𝖭𝖢CPA ϵCPA

•  has computational zero-knowledge error  and computational true-simulation 
soundness error ,
𝖭𝖠𝖱𝖦 zARG

ϵSIM
ARG

then for any adversary size bound , random oracle query bound , decryption 
oracle query bound  and -query admissible adversary  of size at most , 

 is perfectly complete has CCA error such that:

s ∈ ℕ t ∈ ℕ
tDEC ∈ ℕ (t, tDEC) A s

𝖤𝖭𝖢 := 𝖤𝖭𝖢[λ, ℓ, ℓc]



Theorem 5.4
Encryption scheme in the ROM

24

If:
•  has CPA error ; and 𝖤𝖭𝖢CPA ϵCPA

•  has computational zero-knowledge error  and computational true-simulation 
soundness error ,
𝖭𝖠𝖱𝖦 zARG

ϵSIM
ARG

then for any adversary size bound , random oracle query bound , decryption 
oracle query bound  and -query admissible adversary  of size at most , 

 is perfectly complete has CCA error such that:

s ∈ ℕ t ∈ ℕ
tDEC ∈ ℕ (t, tDEC) A s

𝖤𝖭𝖢 := 𝖤𝖭𝖢[λ, ℓ, ℓc]



Thank you



Questions


